APPROVED FOR PUBLIC RELEASE BY COUNSEL TO THE PRESIDENT WARRINGTON on 10 July 2026

Declassified by D/CIA Ratcliffe on 1 July 2026
R ket | s e S e g e s e e |

\&\ é CENTRAL INTELLIGENCE AGENCY

7K cia NOTE

(U) Summary of Select Intelligence Reporting from 2004-
2020 on Venezuela’s Electronic Voting Manipulation
Capabilities

29 June 2026

{ ?‘f*:%:_

T o




CIA NOTE

CENTRAL INTELLIGENCE AGENCY

(U) Summary of Select Intelligence Reporting from_2_004-'2'02'0 on
Venezuela’s Electronic Voting Manipulation Capabilities

{U) Surnmary

Intelligence Community reporting from 2004-2020 documented persistent concerns about
Venezuglan government manipulation of electronic voting systems and the potential ) national security’

implications for US election infrastructure. The iritelligence estabhshed that Venezuelan government
officials developed sustained interest-and likely some capability in manipulating electronic voting
systems, inchuding Smartmatic technology, to influence electoral outcomes in Venezuela. The 2006
Intelligence Community assessment that Smartmatic's ties to Venezuela posed a national security threat
was based on solid intelligence regarding Venezuelan governmeiit intent to influence US politics and
evidence of Venezuelan manipulation of their own electoral systems. This assessment led to US:

government action forcing Smartmatic to divest its LIS operations in 2007.

reportingindicated

that electronic voting systems contained vulnerabilities-that could theoretically be exploited by
sophisticated actors with insider access. However, while the intelligence validated significant-concerns
about foreign-linked voting technology vendars, it did not definitively confirm that large-scale-electronic
fraud was successfully executed in specific Venezuelan elections, with CIA's baseline assessments
mairtaining that other factors better explained electoral butéomes. The reportirig on advanced

techniques lik

provided concerning insight into alleged Venezuelan government

capabilities and intent, but came from. limited sourcing.

{U) Scope Note: This summary focuses on
what Intelligence Corﬁm_unity reporting
established regarding Venezuela's intent
and capabilities o manipulate voting
machines; both domestically and
potentially'in othgr countries. Itisnota
comprehensive re-assessment of all
‘available intefligence on this topic, but
rather a summary of key findings from
select intelligence documents _spa'nnlngl
2004 to 2020,

(U} Venézuela Government Interest in
Election Manipulation

ntelllgence SQUICES
hetween 2004 and 2020 reported that Venezuelan
Pre5|dent Hugo Chavez and. his successor Nicolas
Madurc demonstrated sustained interest in
mampulatl_ng_el_ectoral._outcomes through
electronic voting systems. In April 2004,
intelligence reporting indicated Chavez stated his
ohjective was 1o prévent-the reelection of a sitting
US president, suggesting intent-to influence-US
domestic poiitics.” This finding was part of the
basis for the Intelligence Community's 2006
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assessment that Smartmatic's acquisition of US
voting Systems company Sequeia posed a
“moderate threat” 1o US national security.”

Prior to Venezuela s 2012
' B reported
that Chavez 5 mtelllgence services, including the

General Directorate of Military Counterintelligence

{DGCIM} and the Bolivarian, Intelligence Sérvice
{SEBIN), worked with the Nationat Electoral
Council '{CNE) and Smartmatic to develop plans to
manipulate election results us:ng-preprogrammed
voting machines. :
reported that these plans called for deploymg
altered machinés to approximately 300 voting
centers:in traditionally pro-Chavez areas to ensure.
victory by approximately 1.5 millian votes.®
Following the election, which Chavez won by
-approximately’ 1.6 million votes, sources reported
that Chavez congratulated his team for
successfully implementing the manipulation plan.*

i 0 September 2020,

B8 reported that Venezuelu
developed detailed technical plans to manipulate
‘the December 2020 Natlonai Assembly elections
usmg what were 5
s [l According to thas reportmg, the
technlque involved creating a'second set of virtual
machines that would replicate legitimate voting:
machine riesults, then substitute manlpulated data
while making. vates appear to ortglnate from
legitimate machines. EEREREE R

(U} Technical Capabilities and Vulnerabilities

3 R CIA anaiysts assessed in 2006
that certain capabilitie : R
regarding electronic voting. mampulatton were
technically passible and operationaliy feasible s
Specifically, A that voting machines

in Venezuela had unspecified artificial intelligence
components installed, were designed to alter vote
tallies; could detect when they were being
audited, and could provide printed receipts
without registering, recording or transmitting
those votes.? While CIA analysts judged these
capabilities were theoretically achievable, this
assessment focused on technical feasibility rather
than confirmation that such features werea ctually
implemented.

A2013ClA alternative analysis, produced

" 0sing the "Devil's Advocacy" methodology,

‘outlined a pladsibie scengrio for how large-scale
electronic manipulation could have occurred in
Venezueia's 2012 election without detection. This
analysis noted that Venezuela's electronic vating
system was vulnerable to 1n5|der access, the:
centralized nature of the CNE’s control over voting
technology,_ and gaps in-opposition monitoring
capabilities. The report-assessed that if such
manipulation occurred, "elections in Vehezuela
and other countries that are clients of the
technology provider could be in-doubt."® However,
CIA's baseline assessment maintained that.no
large-seale electronic fraud occurred in 2012,
based on pre-election.polling data, abserice of
irregular voting patterns, and the opposition's
concession.*

Intelligence reportirig’
conmstentlv indicated that individuals with ties-to
Venezuelan intelligence services had access ta
election technology.and voting systems. In 2012,
sources reported t'ha_t_Chovez assigned an army
communications specialist to 't_he_.-.CN_E to. provide
real-time access to election results.** Reparting
from 2012 also indicated that the CNE Information
Technology Direttor, described as a confidant of
the head of military intelligence with expettise in
voting technology, was responsible for designing
protocols for auditing voting software.2 These
relationships: provided patential pathways for
manipulation of electronic voting systems.
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(V)

Technique

B} The Septerber 2020
intelligence reporting on plans provided
the most detailed description of a specific
technical approach to-election manipulation,

allegedly-designed to:

Replicate digital hash
files sent to the central vote counting
database;

: B Mimic real voting
‘mac ines that favored the ruling party;

Qvenm_*ite'_hash'files.of

voting machines that favored thé opposition;
and

Make aitered votes
‘appear to-originate from legitimate voting
machings.1

this technique would, in theory, allow the’
Vene'?.ue'lan'gp'\fer'nment-to monitor and adjust
results in realtime durinig 3nd afterthe €lection.
The reporting indicated that virtual machine
technology weuld be employed to accomplish this
mariipulation while evading detection-throlgh
standard audit procedures,”®

{U) IC Assessments and Concerns

The 2006 National Security Threat
Assessment produced by the National Inteliigence
Council evaluated Smartmatic’s acquisition of
Sequoia-Voting Systems as a "moderaté overall,
threat to'US hational security interests." This
assessment was based on severalfactors:

j Intelligence indicating Chavez's intent to
influence US domestic politics and public
epinion;

Reporting that the Venezuelan
government manipulated Venezuelan national
elections with Smartmatic's direct-involvement;

e telligence
that Smartmiatic directors held:credéntials from
Verezuelan intelligence services

_ Open soutce reparting of corrupt
rela jonships between Smartmatic and
Venezuelan government ofﬁmals and

Smartmatic's and Sequoia’s reported
contracis in approxlmately 400 US counties at
the time ¢

The assessment concluded that
Smartmatic’s susceptibility i Venezuelan
government manipulation makes the acquisition a
potential instrument for Venezuelan officials
seeking to undermine conﬂdence in, or
nanipulate the electoral process in,-the United
States.' This finding led to pressure from the
Committee on Foreign Investment in the Uriited

-States (CFIUS) that résulted in Smartmatic.
divesting its ownership of Sequoia In 2007,

In March 2018, Smartmatic
ceased operations In Venezuela.after publicly
accusingthe Maduro regime of inflating voter
turnout by over one mllllon votes in‘thie August
_'2017 National Constltuent Assembly election—
figuras that diverged from: datarecorded by
Smartmatlc s voting machines. This represented a
break between Smartmatic.and the Venezuelan
government after years of the.company providing
‘efectoral technology to'Venezuela.’®
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{U) Limitations and Analytic Caveats

8 The'intelligence reporting.contains
important limitations that must be conisidered
when assessing what it establishes.

B First, the 2006 Intelhgence Community
assessment concluded that neither Smartmatic
nort the Venezuelan Governmernt had the
capability—thatis, the level of control oraccess
required—to manipulate'the outcome of an
election outside of Venezuela in'a predlctable
fashion, The Venezuelan Governihent's-ability to
manlpulate the results of voting in Venezuela.
rested in part.on its ability to.control every stage
of the electronic voting process, from:initial
acquisition of the machines to pre- and post--
vating machine security, to programming, to
storage of paper. voting receipts;:to ‘¢oritral of the
audit'process. Neither the’ Venezuelan:
Government nor- Smartmatuc would have'such a
cemp!ete spectrum of access durmg an electoral
process. outside Venezueta,l®

e Second, C]A 5 baselme
assessment-regardmg'\fenezuaia 5.2012 glection
malntalned that Iarge-scale electrosic fraud did
not-occur,. desplte“ repoitingof .
manipulatlon plans. This'assessment was
supported by pre-election p_o[]mg showing Chavez
ahead by approximately 10 percentage points, a
24% increase in gnyemmenf spending before the
election, the opposition's cancession of defeat,
and-CIA quantitative analysis showing no :rregu!ar
voting patterns indicative of-systematic.
ma_m_pulatlon

- ® Third, the 2013 Devil's
Advocacy Report that outlined a plausible fraud
scenario was expllt:lt[y an alternative analysis
exercise rather than a definitive fmd:ng The
report acknowledged ! conﬂtctlng s &
reporting” and "lirmitad insight into key elements
of the alectronic voting system."2

Fourth, the September 2020

: s SRR and: Judged the
reglme dld fot need 1o resort to gross fraud to win
the December 2020 National Assembly-elections,
given that virfually the entire opposition.
boycotted and the regime had already co-opted
opposition party leadership.?
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